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          Data At Rest (DAR) encryption solutions

  
          
          Protecting your most valuable and

sensitive data where you are 

most vulnerable
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          Designed to secure the highest level of sensitive data for platforms and applications in militaries and governments and other entities in the public or private sectors


          
          Millions of computers are lost or stolen every year. Protecting valuable data is more important than ever. The Viasat DAR product range includes evaluated, encrypted solid state drives (SSDs) and hard disk drives (HDDs), utilising hardware encryption for the highest level of security for End User Devices (EUDs) within the public and private sectors.

 

Products include:

	Internal, external, portable, solid-state drive (SSD), and ruggedised hard drive configurations
	Custom-made systems and solutions
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          Eclypt® technology


          
          Designed and manufactured in the UK, Viasat has over ten years of experience providing CAPS (NCSC) evaluated solid state drive (SSD) and hard disk drive (HDD) solutions to governments and militaries for multiple domain-based platforms and applications. The Viasat DAR product families contain UK CAPS (NCSC) evaluated products that encrypt data up to TOP SECRET, making Viasat an industry leader in encryption capabilities. Outside of the UK, the story is the same. Certain Viasat DAR products are certified to TOP SECRET by CSE Canada and by NATO SECAN for SECRET and below. We’re proud of our track record of being a trusted partner in protecting national security-relevant data.

 

Times are changing; there’s a clear need for enhanced data protection within the private sector, and Viasat is stepping up to ensure private institutions’ cybersecurity architectures are upgraded accordingly.
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          Eclypt® products


          
          The products within the Eclypt range are tailored for each generic use case and cover such a wide range of enterprise and tactical environment encryption and authentication scenarios, creating the perfect solution for your data at rest requirements.



 

Over the last 10 years of Eclypt, Viasat UK has worked together with clients to customise and develop bespoke Eclypt solutions for unique situations and extreme conditions.



NATO Data Storage Encryption Classification

Canada Data Storage Encryption Classification
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                           DARC-ssd® 600

                           The DARC-ssd® 600 protects Sensitive and Classified information in compatible Commercial Off The Shelf (COTS) laptops, tablet computers and small form factor PCs in the enterprise and tactical environments
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                           Eclypt® Core

                           The Eclypt® Core 256-bit hardware encrypted internal SSD and HDD protects data at rest in COTS laptop and desktop computers.
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                           Eclypt® Freedom

                           The Eclypt® Freedom is an external portable USB3.0 256-bit hardware encrypted SSD and HDD.
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    The Viasat DARC-ssd® range is a highly secure DAR storage solution for protecting information in laptops, tablet computers, and small form factor PCs (SFF PC) in the private sector and tactical environments. The military-level 256-bit AES hardware encryption and tamper-evident design offer enhanced security with two-factor authentication. In the event of computer theft, loss, or attack, the SSD helps ensure that data is protected and secure.

 

	256-BIT AES hardware encryption encryption
	Solid State Drive (SSD)
	Tamper evident design
	Anti-clone features 






    




        
    








    
    
        



    
    
    The Eclypt® Core encrypted internal hard drive protects data at rest in COTS laptop and desktop computers and is certified for the United Kingdom (U.K.), the North Atlantic Treaty Organization (NATO), and more. During high-risk operations, this self-encrypting hard drive protects your valuable data on both manned and unmanned mobile platforms with accredited hardware-based security. In the event of computer theft, loss, or attack, the hard drive helps ensure that your data is completely protected and secure.

 

	Provides accredited protection: U.K. Top Secret and below, Canada Top Secret and below, NATO Secret and below, and Federal Information Processing Standards (FIPS) 140-2 (historic)
	2.5" x 7mm SSD
	3.5" x 25.4mm HDD and SSD
	Works independently of any operating system, application, service pack or software patch
	Uses remote authentication to encrypt data in remote or hard-to-access locations
	Offers a unique tamper-proof and tamper-evident construction
	Offers multiple user profiles in a 3-tier management system
	Provides lifetime key (user-defined with protection level 200)
	Non-volatile keys are stored within tamper-proof device, protected by AES-256 keywrap
	Windows®/Linux based software* provides easy-to-use management and authentication functionality


 

 





    




    



    


    






    
    
        



    
    
    The Eclypt® Freedom is an external USB hardware-encrypted hard drive that can store, archive, or back up data at rest and easily transport it to different computers.



Used by governments, military forces, and law enforcement organizations worldwide, this secure portable hard drive integrates sophisticated authentication, entire-disk encryption, and data storage into tamper-resistant portable hardware that safeguards your data.

 

	Provides accredited protection: U.K. Top Secret and below, Canada Top Secret and below, NATO secret and below
	Offers USB connectivity for seamless portability
	Provides unique tamper-proof and tamper-evident construction
	Offers multiple user profiles in a 3-tier management system
	Provides lifetime key
	Non-volatile keys are stored within tamper-proof device, protected by AES-256 key wrap
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          Talk to us 


          
          Looking for an innovative solution? Talk to us about your needs.
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